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Employment and Litigation Strategies

The legal world is buzzing about 

social media’s impact on corpo-

rate defense strategies. Given 

the large number of court deci-
sions, ethics opinions, and articles focus-
ing on this area, you likely believe that 
your outside counsel is tracking the devel-
opments and employing the latest and 
greatest techniques. !is article provides 
a checklist of social media hot topics rang-
ing from employment policies, hiring 
practices, and handling employee use, to 
investigating opposing parties and jurors 
and developing strong trial strategies. It is 
"lled with tips and tricks for social media 
inquiries and other considerations that 
outside counsel can and should assist you 
with today and into the future.

Protecting Your Company Identity
Protecting your corporate name and rep-
utation is always a top priority when 
defending cases. Now, with the in#ux of 
social media, it is extremely important 
not to underestimate how your corpo-
rate online identity can a$ect the outcome 
of your case. For example, if your main 
company witness is posting negative com-
ments about the company on his personal 
but public Facebook pro"le, your defense 
themes could be compromised during his 
deposition. At the beginning of every case, 
in-house and outside counsel should dis-
cuss the various aspects of the company’s 
online presence and the best tactics for pro-
tecting the identity of the company and its 
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employees through trial. Counsel should 
make every e$ort to identify key company 
witnesses at the onset and provide advice 
about their use of corporate and personal 
social media websites. While it is unlikely 
that opposing counsel will try to contact 
them via social media means due to ethical 
concerns, corporate witnesses and coun-
sel should be advised to consider activat-
ing privacy settings and to take caution 
when communicating with or accepting 
“friend” requests from unknown individ-
uals. Likewise, key witnesses should be 
advised not to blog or otherwise discuss 
court hearings or trials online. Although it 
may seem obvious that defendants should 
refrain from discussing their defense strat-
egy online, it can and does happen that cor-
porate defendants are caught posting about 
their deposition or trial experience on the 
Internet. In 2007, Boston physician Rob-
ert Lindeman o$ered a play-by-play of his 
medical malpractice trial on his blog under 
the pseudonym “Dr. Flea.” When plainti$ ’s 
counsel caught wind of the website and 
exposed statements that were inconsistent 
with his trial testimony, he was forced into 
a quick settlement. If Lindeman’s attorney 
had advised him of the risks associated 
with social media use, that situation could 
likely have been avoided.

In addition, outside counsel can pro-
vide a risk- bene"t analysis of using social 
media for marketing purposes, including 
the potential pitfalls associated with pub-
lic webpages where consumers can post 
complaints. !is is particularly important 
for product manufacturers, where public 
records could be considered evidence of 
“same or similar claims” in product defect 
cases.

Understanding Social Media’s 
Relevance to Your Defense Themes
Social media investigations of claimants 
and plainti$s are valuable in every case. 
Given the current 845 million- plus Face-
book users alone, the chance that the 
opposing party to your litigation has posted 
potentially adverse or incriminating infor-
mation online is extremely high. A social 
media inquiry can quickly uncover facts 
and evidence that would have otherwise 
taken months to obtain through discov-
ery. In many cases, a Facebook search can 

tell you the opposing party’s birth date, 
residence, close friends and family mem-
bers and, if you are lucky, the circum-
stances leading up to the subject incident, 
as well as the names of witnesses and 
related photographs.

Courts across the country agree that 
social media evidence bears relevance to 

pending litigation. !e key to the relevancy 
determination appears to be whether the 
information depicts a snapshot of the user’s 
physical or mental state at the time of the 
posting. Bass v. Miss Porter’s School, 2009 
WL 3724968, D. Conn. Oct. 27, 2009. While 
there is continuing debate as to the de"ni-
tion of “relevant” social media evidence, it 
is common for judges to rule that any infor-
mation related to the physical or mental 
state of the plainti$ is relevant to the case. 
Likewise, in many instances, judges have 
allowed defense counsel to review a plain-
ti$’s entire Facebook pro"le (in some cases, 
even private pro"les) and make their own 
determination of what should be deemed 
relevant.

Even better, courts have dismissed 
entire cases or limited select damages 
claims based, in some instances, on a sin-
gle posting or photograph of plainti$. For 
example, in In re Welding Fume Products 
Liability MDL, No. 03-cv-1700 (D. Ohio 
Jan. 21, 2010), a federal judge in the Dis-
trict of Ohio dismissed a welder’s product 
liability suit alleging total disability a%er 

the defense found Facebook photos of him 
racing motor boats. In another case, a Los 
Angeles "re"ghter was arrested on suspi-
cion of insurance fraud a%er investigators 
observed that he competed in seven Mixed 
Martial Arts bouts—which were uploaded 
to YouTube and viewable by the public—
while he was out of work and receiving 
workers’ compensation bene"ts.

Conducting Social Media 
Investigations
At the outset of the claims stage, outside 
counsel should conduct an e&cient, yet 
thorough inquiry of the opposing parties’ 
social media presence and provide rec-
ommendations on how it can be used to 
strengthen your defense strategy. Coun-
sel can initially conduct searches on Face-
book, Twitter, LinkedIn, Yahoo!, Bing and 
YouTube, for example. !en, depending 
on the search results, he or she can pro-
ceed with a more extensive investigation 
with advanced searching tools on Google 
Advanced, Amazon wish list, photo shar-
ing websites and using the Internet Archive 
Wayback Machine to access archived infor-
mation. It can take only minutes to deter-
mine whether the plainti$ has a pro"le 
on one or more of the most popular social 
media websites and whether his or her 
personal information is publicly available. 
In fact, counsel has the ability to deter-
mine exactly what the plainti$ did, said, 
and saw on the date of the incident related 
to the lawsuit. In addition, outside coun-
sel can conduct social media investiga-
tions of other parties, including plainti$ ’s 
spouse or family member, witnesses, co- 
defendants and opposing expert witnesses.

Outside counsel should explain its 
firm’s social media inquiry protocol to 
in-house counsel so that they understand 
the parameters of the search and the pur-
pose and goals of the investigation. It is 
extremely important, for instance, that 
outside counsel designate an individual 
with expertise in Internet searches to con-
duct the investigation. Due to the intrica-
cies of the various social media websites, 
only a skilled investigator will know how to 
master the techniques and tricks associated 
with accessing otherwise hidden data. An 
untrained investigator may easily overlook 
the vast amount of information available.

■
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Preserving and Authenticating 
Social Media Evidence
Social media websites are valuable reposi-
tories of potential evidence—snapshots of 
the past and present—that could be used 
for impeachment purposes against parties 
and witnesses. It is imperative that outside 
counsel are aware of the latest guidelines 
for preserving, authenticating and admit-
ting social media evidence. It is not enough, 
for example, to access plainti$ ’s Facebook 
page, hit “print” and then o$er the print-
out of the webpage into evidence. Sev-
eral courts across the country have shown 
reluctance to admit social media pro"les 
without ample circumstantial evidence 
attesting to their authenticity and su&cient 
“distinctive characteristics” to authenti-
cate printouts. Depending on the jurisdic-
tion, some or all of the following avenues 
for authentication should be used 1)  tes-
timony from the creator of the pro"le and 
relevant postings; 2)  testimony from the 
person who received the message; 3)  tes-
timony or a&davit about the distinctive 
aspects in the messages revealing the iden-
tity of the sender; 4) testimony regarding 
the account holder’s exclusive access to the 
social media account; or 5) testimony from 
the social networking website connect-
ing the posting to the person who created 
it. With respect to number 4, you should 
expect outside counsel to send preservation 
requests to Facebook, Twitter, LinkedIn 
and any other website where the oppos-
ing party has an active social media pres-
ence. Although these entities take varying 
positions on their obligation to preserve 
and produce the evidence, it is advisable 
to serve these requests at the start of the 
claims stage or litigation.

In addition to preserving with care any 
incriminating evidence that is found, out-
side counsel must be aware of the preser-
vation obligations and potential spoliation 
considerations related to the handling of 
social media evidence. Under no circum-
stances should an attorney instruct a cli-
ent to spoliate or obstruct the other party’s 
access to documents or information with 
potential evidentiary value. !is rule, of 
course, applies equally to corporate de-
fendants and their counsel. Your outside 
counsel should work to ensure that relevant 
corporate social media, like other electronic 

evidence, is being properly preserved. You 
should also expect that your counsel take 
appropriate measures to protect plainti$ ’s 
social media evidence. Counsel should con-
sider sending a speci"c preservation let-
ter to plainti$ ’s counsel directing him or 
her to preserve any potentially relevant 
social media evidence to avoid spoliation 

sanctions. Outside counsel should also use 
written discovery requests to address pres-
ervation concerns, including an interroga-
tory asking whether plainti$ has deleted 
information or data since the date of the 
alleged incident giving rise to the claim 
and if so, the date the information was 
deleted, the purpose behind the deletion 
and the nature and substance of the deleted 
information.

Judges across the country have shown no 
reluctance to impose spoliation sanctions, 
both monetary and by way of dismissal, 
when parties violate these preservation 
obligations. In Torres v. Lexington Ins. 
Co., 237 F.R.D. 533 (D.P.R. 2006), a fed-
eral judge in the District of Puerto Rico 
#atly denied the plainti$ ’s emotional dis-
tress claims a%er she deleted online post-
ings that defense counsel was aware of and 
had brought to her attention. In addition, 
late last year, attorney Matthew Murray 
of Virginia was ordered to pay a whop-
ping $522,000 a%er instructing his client 
to remove photographs from his Facebook 
pro"le.

Leveraging Social Media 
Tactics During Discovery
In addition to knowing where to look, 
counsel need to be armed with a strategy 
for using social media evidence once it is 

found. Outside counsel should propose a 
plan of action for the discovery phase of 
the case. !is strategy will vary greatly 
depending on whether the opposing party 
has activated privacy settings. If so, coun-
sel will have limited access to background 
information, postings, and photographs. It 
is common, however, for Facebook users 
to make their list of Facebook “Friends” 
publicly available, even where the remain-
ing identifying information is kept pri-
vate. In this situation, outside counsel 
should think strategically about using the 
“Friends” list to his or her tactical advan-
tage. For example, the list can be used to 
identify fact witnesses and in turn, allow 
counsel the opportunity to conduct inter-
views early in the case or send a subpoena 
duces tecum requesting that the individual 
provide printouts of all information and 
photographs from the plainti$ ’s Facebook 
pro"le. Additionally, counsel should follow 
the trail behind the “Interests” tab on Face-
book, which, in our experience, has led to 
evidence that a plainti$ who claimed her 
injuries kept her from working was pro"t-
ing from a side business during the course 
of litigation.

Outside counsel should be strategic in 
seeking access to protected information 
through written discovery and depositions. 
Counsel will need to decide when and how 
to elicit private information on a case by 
case basis. Seeking this information too 
early tips plainti$ o$ that you are review-
ing his or her online presence, while wait-
ing until the deposition runs the risk that 
opposing counsel will object on relevancy 
grounds. Again, counsel must be familiar 
with the laws of the state and views of the 
assigned judge to avoid any appearance of 
overreaching. Notably, Facebook recently 
added a “download pro"le” feature, which 
allows counsel to request that plaintiff 
him- or herself download and provide his 
or her entire Facebook pro"le, including 
Information, Interests, Photographs, and 
Wall Postings. In situations where plain-
ti$ ’s Facebook page is marked private and 
you want to review his or her social media 
evidence prior to depositions, your out-
side counsel should consider serving an 
interrogatory asking plainti$ to run the 
Facebook download. Another option is to 
consider seeking limited access to the pri-
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determine exactly what the 

plaintiff did, said, and saw 

on the date of the incident 

related to the lawsuit.
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vate portion of plainti$ ’s Facebook page. 
In an interesting opinion dated February 
27, 2012, a Pennsylvania judge ordered de-
fendant to provide his username, email, 
and password to plainti$ ’s counsel, yet 
allowed plainti$ the opportunity to change 
his Facebook login and password seven 
days a%er compliance with the order. See 
Gallagher v. Urbanovich et al., No. 2010-
33148, Court of Common Pleas of Mont-
gomery County, Pennsylvania.

If, on the other hand, plainti$ ’s social 
media is public, counsel is free to capture 
the material and decide the most e$ec-
tive time to produce or reveal it. Where 
the information is publicly available, it is 
arguable that it need not be produced. In 
this situation, defense counsel can use the 
information through the course of litiga-
tion—using the “Friends” list to identify 
witnesses to the incident or plainti$ ’s cur-
rent physical or mental state, for exam-
ple. It is essential that outside counsel 
investigate and preserve all relevant pub-
licly available information early as there is 
always a possibility that plainti$ will acti-
vate privacy settings at some point a%er 
litigation commences. Likewise, outside 
counsel should create a speci"c timeline 
for periodic review and capture of the evi-
dence throughout the litigation.

In our experience, discoverability of 
social media evidence through written 
interrogatories and requests for produc-
tion varies greatly from case to case. In 
some instances, plainti$’s counsel will turn 
over every password, website address and 
document requested. In others, counsel 
will require a court order compelling pro-
duction. Outside counsel should be armed 
with the strongest language from the most 
defense- friendly opinions in their state and 
across the country. For example, in Zim-
merman v. Weis Markets, Inc., No. CV-09-
1535, May 19, 2011, the court stated: “a 
social networking site is the interactive 
sharing of your personal life with others; 
the recipients are not limited in what they 
do with such knowledge. With the initia-
tion of litigation to seek a monetary award 
based upon limitations or harm to one’s 
person, any relevant, non- privileged infor-
mation about one’s life that is shared with 
others and can be gleaned by defendants 
from the Internet is fair game in today’s 

society.” Similarly, in McMillen v. Hum-
mingbird Speedway Inc., 2010 Pa. Dist. & 
Cnty. Dec. LEXIS 270 (Je$erson Co. Com. 
Pl. 2010), the Court stated: “Facebook, 
MySpace, and their ilk are social network 
computer sites people utilize to connect 
with friends and meet new people. !at is, 
in fact, their purpose, and they do not bill 

themselves as anything else. !us, while it 
is conceivable that a person could use them 
as forums to divulge and seek advice on 
personal and private matters, it would be 
unrealistic to expect that such disclosures 
would be considered con"dential.” !ese 
opinions, in which judges have expanded 
the scope of “relevant” social media evi-
dence, increase the likelihood of success in 
compelling production.

Keeping Tabs on the Judge and Jury
Outside trial counsel must take advan-
tage of the plethora of information that 
is publicly available on social media sites 
to research potential jurors for the pur-
poses of voir dire. It is extremely use-
ful to develop a streamlined system for 
conducting this research and e&ciently 
managing the information obtained. A 
jury research team should be put in place 
prior to trial and be ready to act as soon 
as the court releases the list of potential 
jurors and background information on 
each juror, whether it be days or minutes 
before voir dire begins. Using a separate 
jury research team allows the trial team to 
remain focused on their pretrial responsi-
bilities and preparing to present the best 
possible defense at trial.

Part of the jury research team should 
obtain information from public records, in-

cluding civil and bankruptcy proceedings 
and judgments, criminal history, vehicle 
registrations, professional and recreational 
licenses, household members, neighbors, 
and relatives. !e remainder of the team 
should comb the Web—including search 
engines, social media sites, blogs, and news 
sources—using speci"c search methods to 
obtain any relevant information in an e&-
cient manner. As the research team col-
lects relevant data, it should be entered into 
a live database, which allows the informa-
tion to be immediately accessible to the 
trial team for use in conducting voir dire.

!e information obtained during the 
jury research process informs trial coun-
sel’s questions during voir dire, and can 
allow trial counsel to identify a potential 
juror to strike without giving the potential 
juror an opportunity to in#uence the other 
jurors by voicing unfavorable opinions dur-
ing voir dire. For example, during a recent 
pharmaceutical trial, jury research identi-
"ed a potential juror who made it publicly 
known in a blog that he did not believe in 
medicine or trust pharmaceutical compa-
nies. We were able to identify this indi-
vidual as an unfavorable juror without 
soliciting information about these opin-
ions in the presence of the other poten-
tial jurors.

In addition, outside counsel should 
insist on jury instructions targeted at ju-
rors’ social media use. Jurors should be 
instructed not to use any electronic device 
or media, cell phone, computer, Inter-
net service, text messaging service, chat 
room, blog, or website such as Facebook, 
MySpace, LinkedIn, YouTube, or Twitter 
to communicate any information or con-
duct any research about the case. Although 
whether the court adopts your proposed 
instructions may depend on whether the 
particular judge is technologically savvy, 
your outside counsel should aggressively 
pursue use of such instructions, not only 
post-trial but during trial, in addition to 
requesting that jurors not be allowed to 
access their cell phones during trial. !ese 
instructions will guide your trial coun-
sel’s jury research team as they monitor 
the Internet activity of jurors during trial. 
In turn, you will be able to identify any 
potential or real juror misconduct. In the 
event this misconduct forms the basis of 
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an appeal, outside counsel should carefully 
preserve all online materials to ensure that 
they will be admissible at later proceed-
ing. !ere is, of course, a balancing act at 
play, since there is always a possibility that 
a juror you favor will engage in misconduct 
or violate the jury instructions.

In addition to researching jurors, your 
outside counsel should be familiar with the 
assigned judge’s social media activity and 
speci"cally whether he or she has an online 
relationship with opposing counsel or par-
ties. A recent decision by the Pennsylvania 
Court of Common Pleas suggests a judge 
who is Facebook friends with a party must 
recuse him- or herself as a matter of course. 
In that case, Judge Hayden was Facebook 
friends with State Representative Cherelle 
Parker, who was arrested for drunk driv-
ing. Judge Hayden’s decision to suppress 
the testimony of the arresting o&cers was 
reversed by the Common Pleas Court, on 
the basis that the judge had abused his dis-
cretion by not recusing himself.

Walking the Ethics Tightrope
At all costs, you want to avoid a situation 
where your outside counsel locates plain-
ti$ ’s damning social media evidence, yet 
then concludes it cannot be o$ered because 
it was obtained unethically. Although it 
can be di&cult to stay current on the ever- 
changing social media ethical consider-
ations, it is imperative that your outside 
counsel makes it a priority to follow the 
ethical rules, opinions, and guidelines in 
the states where each case is venued.

!ere is no question that it is ethical to 
view opposing party’s social media pro-
"les. As the New York State Bar Associ-
ation Committee on Professional Ethics 
aptly stated: “[W]e conclude that the law-
yer may ethically view and access the Face-
book and MySpace pro"les of a party other 
than the lawyer’s client in litigation as long 
as the party’s pro"le is available to all mem-
bers in the network and the lawyer neither 
‘friends’ the other party nor directs some-
one else to do so.” !e real question is—how 
far can you go to view private information? 
As you might guess, if your outside coun-
sel (or anyone acting on their behalf) sends 
a “friend” request to an opposing party, 
they violate the ethics rule against con-
tact with represented parties. What if the 

matter is in the claims stage and suit has 
not yet been initiated? Best practices sug-
gest refraining from contact with unrep-
resented parties if you anticipate they may 
seek representation in the future. Ethics 
committees in Philadelphia and Oregon, 
among other states, have issued opinions to 
this e$ect. !e biggest concern appears to 

be the potentially deceptive conduct, par-
ticularly in a situation where the attorney 
asks his non- attorney assistant to make 
the friend request. !ere are also a host 
of opinions related to social media con-
tact with judges. Ethics committees in 
Ohio, South Carolina, and North Carolina 
have issued advisory opinions that permit 
judges to “friend” attorneys, whereas Flor-
ida’s committee has concluded such friend 
requests are not appropriate.

In addition, your outside counsel should 
speak openly with you about your role, 
as well as the role of in-house legal sta$ 
and claims adjusters in conducting social 
media investigations. While adjusters, for 
example, may not be bound to the same 
ethical obligations as attorneys, it would 
be risky to allow them to conduct inves-
tigations and furnish the results to your 
outside counsel if the information was not 
collected or preserved in a way that ensures 
its admissibility at trial.

Developing Your Social Media Policy
Even if your company does not intention-
ally utilize social media sites to further its 
business or marketing plans, you can be 
sure that your employees utilize them daily, 
for better or worse (and sometimes much 
worse). Your employment policies should 
ensure—to the extent possible—that your 
employees’ social media use is not detri-
mental to your business and does not cre-
ate legal liability for you as the employer. 
In order to accomplish this, you should 

develop a social media policy that incorpo-
rates at least the following elements.

-
ment policies prohibiting sexual and 
other forms of unlawful harassment ap-
ply with equal force to communications 
that take place over social media. In ad-
dition to this policy, your management- 
level employees should be trained on the 
use of social media. !e training should 
include an instruction not to “friend” 
or accept friend requests from subordi-
nates on social networking sites, as the 
relationship could lead to interactions 
that, even if harmless, could look like 
evidence to support a harassment claim. 
Management friendships with subordi-
nates could also put the company “on no-
tice” of any communications—including 
harassment or airing of workplace griev-
ances—that take place on the subordi-
nates’ social media pages.

company property (including comput-
ers, company- licensed software, and 
company facilities) or work time for 
social networking activities, unless they 
have a legitimate business reason for 
logging on to social media sites and have 
been authorized to do so to perform 
their job duties.

employees’ Internet use.

behalf of the company in any public 
forum, including social media sites, 
without prior authorization. It should 
also provide that when employees engage 
in authorized use of social media or 
other forms of web-based communica-
tions to speak on behalf of the company, 
employees must ensure that any com-
munications maintain the company’s 
brand identity, integrity, and reputation. 
Further, your policy should establish 
your company’s ownership of any post-
ings or tweets that an employee creates 
in the capacity of their employment.

-
ci"cally incorporate a number of other 
employment policies, including but not 
limited to your policies on harassment, 
solicitation and distribution, fraterniza-
tion, and con"dential information and 
trade secrets.
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medical history,” which includes informa-
tion about the manifestation of a genetic 
disease or disorder in a family member of 
the employee or applicant. GINA makes it 
unlawful for an employer to, among other 
things, conduct an Internet search that 
is “likely to obtain” genetic information. 
Accordingly, your recruiters must be cau-
tious about searching for applicants on 
social media sites and uncovering informa-
tion about a family member’s genetic dis-
order—for example, an employee’s photos 
of herself with her mother, a breast can-
cer survivor, at the Race for the Cure; or an 
applicant’s wall post about the news that 
his child was diagnosed with a genetic dis-
order. Note, however, that a basic Google 
search that inadvertently results in the dis-

play of publicly available information about 
a genetic disorder of an individual’s family 
member does not violate GINA.

If your company intends to conduct 
social media background checks on appli-
cants, you should implement a policy 
whereby the background checks are con-
ducted by someone—either within your 
organization or an outside vendor—who 
is otherwise uninvolved in the recruiting 
and hiring process. !is individual should 
be trained not to reveal any protected char-
acteristics or other information that cannot 
lawfully be considered by the hiring deci-
sion maker.

Conclusion
!ere have been dramatic social network-
ing changes over the past few years, mak-

ing it impossible to ignore social media’s 
in"uence on corporate business practices 
and litigation. Because the legal issues 
associated with social media continue to 
change as quickly as the technology itself, 
you and your outside counsel should regu-
larly reevaluate the social media strategies 
you employ. Although at #rst glance it may 
appear costly or time- consuming to track 
evolving social media considerations, your 
company will be at a great advantage if you 
and your outside counsel explore and adopt 
these techniques. Not only will it lead to 
better business and litigation results, but it 
will give you a clear edge over those adver-
saries who have yet to embrace the true 
potential of this emerging area. 
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